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This document summarizes the results of Arrow Professional Enterprises’ (Arrow) HIPAA readiness review of TD Ventures’ Rx Script Tracker software version 1.0 (Application).  Arrow has performed a review of the Application with respect to the final Privacy Rule and draft Security Rule legislation and regulations of the Health Insurance Portability and Accountability Act of 1996 (HIPAA).
In general, no software product can be “HIPAA compliant”.  Software can be HIPAA enabled and its attributes tested for HIPAA readiness, but compliance with the law ultimately resides with the healthcare organization itself and how its employees utilize the software tools afforded their operation.

Overall the Application addresses the requirements defined by the final Privacy Rule with respect to patient signature as it relates to the healthcare provider’s acknowledgment of privacy practices.  The Application not only addresses a real need for retail pharmacies to manage patient signatures for confirmation of the Privacy Notice, but is also addresses the requirement to segregate prescription delivery signatures by individual health plan.  

The following synopsis summarizes the key features of the Application: 
Multiple Health Plan Delivery Signature Tracking – The Application has been designed to allow the user to store and track an unlimited amount of health plans and insurance providers.  This allows the Application to collect a patient’s signature for each drug dispensed and manage the storage of this information by insurance company.  As a result, the signature information can be presented in a audit by individual health plan without manual intervention, saving substantial manpower while complying with the HIPAA requirement to protect the delivery of medications to patients not associated with the current health plan audit.

Patient Privacy Notice Management – The Application manages the process of capturing a patient’s electronic signature for the acknowledgement of receipt of the Privacy Notice.  This is one of the two main features of the Application.  There are several key features that apply the Privacy Notice functions:
· The Application does track multiple formats of the Privacy Notice maintained in a separate word processing system on the installed PC.

· The Application allows the user to address the fact that someone other than the patient themselves would be signing for the acknowledgment of the Privacy Notice.  This feature is useful, especially due to the fact the covered entity is required to identify the requestor and insure that a third party in good standing with the covered entity, as well as with the patient in question for which he/she is signing the documents.
· As indicated above, the Application tracks a third party signature.  Additionally, the Application will automatically prompt the user for a Privacy Notice signature AGAIN if the actual patient is present at a subsequent use of the signature system.
· The Application tracks the patient’s refusal for Privacy Notice signature, by allowing the user to indicate a reason for the refusal.  The Application will also track multiple requests for the electronic signature, while managing the denials even after the patient has signed the acknowledgement in a subsequent session.
· The Application has the ability to allow the user to select revised Privacy Notices and attached the name of the Privacy Notice acknowledged by the patient at that time. 
· The Application recognizes if the patient is returning to the Application after a new Privacy Notice has been posted in the system.  At this juncture, the Application will request a new electronic signature of the patient.
Patient Request for Restrictions – The Application logs a patient’s request for restrictions of access to their medical records.  A warning is placed on the screen when the patient is initially retrieved in the Application, prior to the patient or the patient’s representative signing for medications.  As a result, the Application assists in validating the patient’s representative is not excluded from receiving medications and instructions for the patient.

Reporting Features – The reporting features of the Application are comprehensive and address several critical issues with respect to end-user HIPAA compliance efforts.  The Application may be utilized to report signature dates for Privacy Notice acknowledgement.  It also includes the ability to print medication signature logs by patient and by group of patients within a given health plan.  Each report includes the date and time the report was printed as well as the user name that initialed the printing process.

Password Management Issues – The Application has a role based security system.  Under this protection process, each user can be assigned a set of read/write/no access options and that may be assigned a user group.

Time Out Log Out – The Application includes a “time out” feature that can be controlled by the administrative functions.  Essentially this feature senses when the Application was left in standing without user keystroke or mouse movement for a given period of time.  When a user is away from processing within the Application for a time frame selected in the setup option for dormancy, the Application automatically logs the current user off and prompts for a new user name and password before proceeding with the Application.

In summary, the Rx Script Tracker software meets the requirements of HIPAA and is an excellent tool for enabling retail pharmacy provider to become HIPAA compliant with a minimum of manual processing effort.
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